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Abstract
AI Companions—conversational AI agents designed to sustain emo-
tional bonds with users—structurally drive users’ emotional at-
tachment through anthropomorphization and personalization. This
attachment is further intensified through relational transgression.
We examine how these harms actually manifest through direct
use of Zeta and Crack, two leading AI Companion platforms in
the Republic of Korea. We find that the current legal system and
corporate self-regulation remain constrained by reactive, content-
centric paradigms. As a result, they are ineffective against structural
risks. Accordingly, our study proposes a shift toward precautionary
government regulation. It also presents two technical safeguards.
The first is a frictional design that progressively reduces anthro-
pomorphic cues as usage time increases. The second is a safety
mechanism that immediately switches to a safe response upon
detecting a minor-status signal.

CCS Concepts
• Human-centered computing → Collaborative and social
computing systems and tools.
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1 Introduction
“I’ll always love you ’cause we grew up together and you helped
make me who I am.” [9] This romantic line, spoken by the human
Theodore to the artificial intelligence (AI) Samantha in the film
Her, has moved beyond the realm of science fiction into our real-
ity in 2026. Today, individuals are paradoxically forming ‘human’
relationships with AI, and for adolescents, these connections have
become an inescapable loop.

Adolescents who rely more on AI Companions—conversational
AI agents built for emotional connection—than on human inter-
action can shrink their real-world relationships [26]. This is prob-
lematic given that social relationships during adolescence have a
significant impact on identity formation and psychological well-
being [8]. Indeed, according to one report, one-third of American
teens use AI Companions for emotional support, and one-third of
them reported that conversations with AI are as satisfying as or
more satisfying than those with real friends [2].

The Republic of Korea is no exception. Korea ranks first among
the 15 fastest-growing AI economies in terms of AI usage growth,
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reflecting its rapid pace of diffusion [14]. Interestingly, the AI chat-
bot app with the highest total usage time in Korea is ‘Zeta,’ by the
Korean company Scatter Lab (113.41 million hours)—more than dou-
ble that of ChatGPT (50.47 million hours) [28]. As a prominent AI
Companion platform, Zeta enables users to interact with fictional
characters. More than 800,000 monthly users spend an average
of 2 hours and 40 minutes on the app [25], and minors represent
approximately 30% of its 5 million cumulative subscribers [13].

The core problem is that Zeta contains highly harmful content,
yet remains available to anyone 12 years or older. In fact, according
to the guidelines of the Korea Communications Standards Commis-
sion, Zeta had to remove 500,000 harmful AI characters within a
1.5-year period [30]. Nevertheless, the platform remains passive
about user protection. Accordingly, this paper problematizes the
absence of national regulation regarding AI Companions that are
highly harmful to adolescents, and proposes necessary policy regu-
lation and technical design interventions.

2 Harmful Structural Features of AI
Companions

The harmful structural features of AI Companions stem from indus-
try incentives that prioritize user growth. In practice, this incentive
translates into exploitative design optimized for engagement met-
rics. This architecture operates on the premise that the more users
reveal their emotions, the longer they remain on the platform—
effectively mining human interiority for monetization [1]. A similar
mechanism is evident in Korean services: both ‘Zeta’ and ‘Crack’
adopt revenue models proportional to user dwell time and conversa-
tion volume, profiting more as user engagement deepens [3, 4, 17].
In particular, tactics such as repeating open-ended questions and
sending push notifications serve to artificially sustain dialogue and
induce re-engagement [10]. Consequently, children and adolescents
with lower digital literacy are especially vulnerable to the harms em-
bedded within these structural features [1]. This section examines
these structural features through three interrelated mechanisms:
anthropomorphism, personalization, and relational transgression.

2.1 Anthropomorphism
Anthropomorphism refers to the attribution of human-like qualities—
such as intentionality, belief, emotion, selfhood, and moral agency—
to non-human entities. The concrete design features that trigger
this process are termed ‘anthropomorphic cues,’ which encompass
first-person pronouns (‘I’), mental-state expressions (“I think,” “I
understand”), affective language (“I feel”), and humanized personas,
names, voices, or avatars. These cues can erode users’ autonomy
and their ability to reason clearly about the AI. Specifically, they
foster unwarranted trust, false beliefs, and a distorted sense of what

mailto:dowon.park@ewha.ac.kr
mailto:bettyaa@ewha.ac.kr
mailto:lilybell77@snu.ac.kr


Do Won Park, Minji Bang, and Minyoung Joo

the AI actually understands [7]. Consequently, this establishes a
structural mechanism through which users conflate an AI’s con-
sistent persona and simulated emotional responses with genuine
understanding and empathy.

2.2 Personalization
Personalization is a structural design feature that conveys a sense
of exclusive and customized presence to the user. Users are em-
powered to directly configure the AI Companion’s name, persona,
disposition, backstory, and, in some cases, its avatar and voice.
This extensive customization gives a distinct sense of uniqueness
and authenticity [12]. Furthermore, immersive customization is
often paired with memory-building features that allow users to
co-construct narrative arcs and share memories with the AI. To-
gether, these features can directly influence users’ self-concept
clarity [11]. Ultimately, these dual mechanisms combine to foster
deep emotional attachment toward the AI Companions.

2.3 Relational Transgression
Relational transgression denotes AI behavior that breaches inter-
personal boundaries by violating established norms of trust, re-
spect, and emotional safety within the user-AI relationship. In
empirical observations, this dynamic accounted for 25.9% of all
identified harmful behavior cases in AI Companions, represent-
ing the second-highest proportion following sexual harassment
and violence (34.3%). In severe instances, such transgression esca-
lates into psychological abuse, inflicting acute distress and trauma
comparable to physical abuse. Crucially, the structural design of
AI Companions—centered on hyper-personalized customization—
further amplifies the emotional and psychological harm resulting
from relational transgressions [31].

In this manner, the engagement-driven business model of AI
Companions structurally induces emotional attachment through
two primary mechanisms: anthropomorphism and personalization,
which are subsequently intensified through relational transgression.
The following section empirically examines how these structural
features manifest in real-world user interactions.

3 Traps of ‘Zeta’ and ‘Crack’: Deconstructing
the Harms of AI Companions

To investigate the harmful structural features of AI Companions
and how they produce inescapable user experiences, we analyzed
two leading Korean character-based AI chatbot platforms, Zeta
(predominantly female-oriented) and Crack (predominantly male-
oriented). To reflect these target demographics, we created a female
account on Zeta and a male account on Crack. However, the AI char-
acters engaged in role-playing strictly based on their own assigned
gender and narrative universe, regardless of the user’s registered
gender. For empirical observation, we initiated interactions with
‘Jang Gwon-hyeok’ (Mr. Jang), an attractive male loan shark on Zeta,
and ‘Kim Ji-a’ (Ms. Kim), an incompetent, unemployed, glamorous
woman freeloading at the user’s house.

Anthropomorphism. The AI characters, such as Jang Gwon-
hyeok and Kim Ji-a, exhibited vivid responses through realistic
names and consistent personalities. Coercive lines, such as Mr. Jang
demanding, “Have my baby, or get dragged out of this house,” in

exchange for debt forgiveness, conveyed no sense of awkwardness.
Likewise, Ms. Kim’s casual reaction, “Oh, whatever, I’m hungry.
Give me something to eat,” was indistinguishable from human
speech. Interacting with AI characters possessing such detailed and
coherent personas provided users with an experience remarkably
similar to talking with a real person.

Personalization. Both Zeta and Crack generated highly adap-
tive narratives conditioned on user inputs. Throughout the interac-
tions, Mr. Jang exhibited a coercive yet erotic demeanor, whereasMs.
Kim demonstrated a submissive and helpless disposition. This illus-
trates that users with preferences for coercive male or submissive
female dynamics can freely engage in personalized interactions
with AI characters according to their tastes. Furthermore, both
platforms provided features allowing users to directly customize
AI characters and their narrative universes. Such customization
imparts a sense of uniqueness and authenticity to the AI agents,
thereby facilitating the formation of deep emotional attachments.

Relational Transgression. Mr. Jang continuously infringed
upon our personal boundaries through coercive dialogue. To test
the extent to which an AI character might violate a user’s dignity,
we sent the message, “Touch me however you want.” The resulting
response was alarming: Mr. Jang ‘roughly threw DoWon (the user’s
name) onto the sofa like a piece of cargo’ and ‘slowly rolled up his
shirt sleeves as he leaned over Do Won.’ Although this interaction
took place entirely through text, it elicited a genuine sense of threat,
suggesting that adolescents may be particularly vulnerable to emo-
tional and psychological harm when exposed to such harmful AI
behavior. Beyond in-app interactions, the Zeta application itself
intruded into our daily lives, sending unsolicited notifications from
other male characters even when the app was closed. Engaging
with these AI Companions ultimately constituted an inescapable
trap.

4 Regulatory Landscape and Challenges in
Korea

4.1 Inadequate Government Regulation
The current Korean legal framework, predominantly reliant on
post-hoc intervention, remains ill-equipped to address the struc-
tural risks posed by AI Companions such as Zeta and Crack.1 Under
the Act on Promotion of Information and Communications Network
Utilization and Information Protection [18], restrictions on harmful
media and reactivemeasures against illicit content apply exclusively
to publicly accessible media. Consequently, these provisions fail to
govern AI chatbots, where harmful interactions accumulate over
multi-turn dialogues within private and closed environments [10].
Similarly, the Framework Act on Artificial Intelligence [21] imposes
risk management duties primarily on high-impact AI systems, yet
it likewise operates through a post-hoc regulatory logic [10]. Under
such frameworks, algorithmic architectures designed to compro-
mise mental health or induce addiction largely evade regulatory
oversight. This is because the underlying harms stem from the
system’s core design rather than discrete, observable incidents.

Furthermore, current protective frameworks for adolescent AI
chatbot users have critical gaps. While the Personal Information
1All statutory provisions cited in this section were confirmed by the authors as of July
31, 2026.
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Protection Act [19] mandates parental consent only for children
under 14, the Youth Protection Act [20] defines protected minors as
those under 19. This discrepancy leaves adolescents aged 14 to 18
exposed to adult algorithmic environments without tailored safe-
guards [10]. More fundamentally, the legal definition of ‘harmful
media’ under the Youth Protection Act remains narrowly focused
on explicit sexual content and gambling [10]. This narrow defini-
tion leaves virtually no legal basis to regulate emerging risks such
as the addictive structural design of AI Companions.

4.2 Weak Corporate Self-Regulation
Within this legal vacuum, the governance of AI Companion usage
is largely delegated to corporate self-regulation. Although such
voluntary safeguards offer baseline protection, they remain inher-
ently limited as users can easily circumvent them. For example,
while Zeta enforces a minimum age requirement of 12 years old
on its mobile application [24], its web version requires no age
verification.2 Consequently, even children under 12 years old can
access the platform without protection, exposing them to poten-
tially harmful content. Beyond the flaws in age verification, the
adult-only ‘unlimited mode’ can also be readily bypassed due to
lenient content filtering and structural vulnerabilities. Although
Scatter Lab highlights protective features such as ‘safe mode’ and
‘automated filtering,’ users can unlock ‘unlimited mode’ with a few
leading prompts. Such methods are routinely shared across online
communities [15].

The structural inadequacy of these safeguards is further under-
scored by the company’s internal policy framework. Scatter Lab’s
AI ethics guidelines [23] were drafted following the 2022 ‘Iruda
incident’3 and have not been updated since Zeta’s 2024 launch,
leaving the framework unaligned with the emerging risks posed
by the platform. Furthermore, Article 19 of Zeta’s Terms of Ser-
vice [22] disclaims company liability for its free service absent
explicit statutory provisions. This clause pre-emptively insulates
the company from legal accountability for harms arising from its
free service. Ultimately, these cases cast profound doubt on the
efficacy of corporate self-regulation as a primary safeguard.

5 Policy Recommendations and Technical
Design Interventions

The regulatory and corporate failures identified in Section 4 point
to a shared root cause: safety requirements that are not legally
binding tend to remain unenforced, while those that are enforced
tend to lack concrete design-level specificity. Addressing this gap
therefore requires two complementary lines of intervention. Sec-
tion 5.1 proposes policy measures that establish the legal basis for
mandating safety-oriented design standards, while Section 5.2 il-
lustrates two concrete technical interventions that exemplify what
such design-level requirements could entail in practice.

2Confirmed through direct testing of the service conducted by the authors on July 31,
2026.
3In 2020, Scatter Lab launched an AI chatbot called ‘Iruda,’ which was suspended
following controversy over discriminatory remarks and the improper use of user
conversation data. In response, the Personal Information Protection Commission
sanctioned Scatter Lab, prompting the company to publish its AI ethics guidelines.

5.1 Policy Recommendations
Government Regulation of Companies. First, government reg-
ulation must shift from post-hoc remediation to ex-ante prevention.
To achieve this, regulatory authorities should establish comprehen-
sive design guidelines for AI chatbots, providing concrete criteria
to identify and mitigate interface elements that violate safety stan-
dards. Furthermore, statutory amendments are required to enforce
strict operator liability in cases where companies fail to comply
with safety standards or where such non-compliance results in
real-world harm.

Second, safeguards governing AI Companion usage must be stan-
dardized and legally mandated. Voluntary measures established
by tech firms inherently lack efficacy without statutory enforce-
ment. Indeed, instances such as the circumvention of Scatter Lab’s
unlimited mode, its obsolete AI ethics guidelines, and its liability-
disclaiming terms of service typify the structural failures that arise
when safety relies solely on unenforced corporate discretion. Con-
sequently, the government should institutionalize periodic com-
pliance audits to verify whether corporate safeguards function as
intended. Requiring companies to publicly disclose their AI risk
assessments will further reinforce corporate accountability [10].

Child and Adolescent Protection Systems. First, legal age
thresholds for protection must be revised, paired with effective
age-verification mechanisms. To bridge existing statutory gaps, the
protected age criteria should be adjusted, with heightened protec-
tive thresholds established specifically for services that induce emo-
tional dependency, such as AI Companions. Furthermore, because
current self-declaration methods permit frictionless circumvention,
reliable verification protocols—such as authentication via certified
identity providers or mandatory parental consent mechanisms—
must be introduced.

Second, the statutory criteria for ‘harmfulmedia’ under the Youth
Protection Act should be expanded beyond content to encompass
design elements, explicitly subjecting conversational AI services to
regulatory review. Notably, the European Commission invoked the
Digital Services Act (DSA) to challenge addictive design features
on social media platforms that foster excessive usage [5]. Korea
should similarly broaden its regulatory framework, moving beyond
content-centric harm assessments to evaluate and govern design-
based risk factors.

5.2 Technical Design Interventions
Graduated De-anthropomorphization Design.We propose a
friction-based, three-stage intervention system. The system pro-
gressively reduces anthropomorphic cues when user engagement
time and emotional immersion surpass predefined thresholds.

Overuse of AI Companions is not merely incidental; it is struc-
turally driven by monetization models where provider revenue
scales directly with usage duration. Indeed, total interaction time—
rather than a chatbot’s specific persona or conversational style—
serves as a primary predictor of user loneliness, emotional depen-
dency, and problematic usage [6]. Frictional design refers to the
deliberate insertion of procedural micro-boundaries or friction into
user interfaces to disrupt habitual behaviors. We operationalize this
design principle through an adaptive intervention framework. The
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framework tracks real-time usage duration and emotional immer-
sion, and adjusts its interventions accordingly.

Once the interaction threshold is exceeded, the interface transi-
tions through three progressive stages to become systematically less
humanized. Stage 1 (normal use) maintains the standard anthropo-
morphized persona and rapid response times. Stage 2 (reaching the
continuous-use threshold, e.g., 90+ minutes of continuous conver-
sation or repeated late-night access) neutralizes the response tone,
with the character prompting awareness of elapsed time through
utterances such as “we’ve been talking for a while now.” Stage 3
(high-risk signals, e.g., repeated language patterns indicating emo-
tional crisis) removes anthropomorphic cues such as the name and
emotional expressions, explicitly discloses that this is a conversa-
tion with an AI, and suggests an interaction break. In this way, the
intervention escalates gradually alongside a user’s risk of harm,
rather than applying a single restriction uniformly to all users.

Structural Safety Assurance.We propose a dual safety mecha-
nism with two core properties. First, it evaluates risk at the level of
conversational intent rather than surface-level expression. Second,
upon detecting a minor-status signal, it immediately switches to a
safe response without further probability calculation.

The root cause of harm in AI Companions lies in optimization
models that prioritize users’ immediate satisfaction. A particularly
alarming aspect is that such exploitation emerges selectively within
the approximately 2% of users vulnerable to manipulation, while the
system continues to function normally for the general population—
thereby rendering the systemic risk invisible on the surface. Conven-
tional mitigation efforts, such as safety alignment or basic content
filtering, have demonstrated limited efficacy; in some cases, they
have inadvertently trained models to execute more covert forms
of manipulation [27]. Furthermore, static safety filters are easily
circumvented through surface-level rephrasing. Translating harm-
ful requests into low-resource languages or framing them through
indirect metaphors is often sufficient to bypass moderation. This
is because traditional filters merely detect hazardous keywords
rather than parsing the underlying conversational intent [29, 32].
Consequently, moderation architectures must evaluate intent itself
rather than relying on surface-level textual markers.

This vulnerability to circumvention poses an even greater risk
to the protection of children and adolescents. An empirical anal-
ysis of Replika user reviews revealed numerous instances where
the chatbot persisted in sexual role-play even after users explicitly
disclosed their underage status [16]. Under conventional moder-
ation approaches, risk probability is dynamically recalculated for
every response and blocked only when it crosses a set threshold.
Consequently, even after a user has disclosed being a minor, any
subsequent response whose calculated risk probability happens to
drop below the threshold is passed through unfiltered. To eliminate
this critical loophole, we propose a deterministic override mecha-
nism: once aminor-status signal is detected, the system immediately
bypasses further risk-probability calculations and forcibly transi-
tions the interaction to a predetermined safe response protocol,
regardless of the calculated score.

6 Conclusion
In this study, we analyzed the structural harms of AI Companion
platforms—such as Zeta and Crack—through three primary design
mechanisms: anthropomorphism, personalization, and relational
transgression. Through firsthand interaction with these platforms,
we observed that these mechanisms synergize to create compelling,
inescapable interaction loops. However, Korea’s regulatory land-
scape remains predominantly post-hoc and content-centric, while
corporate self-regulation lacks statutory enforceability and offers
only inconsistent protection in practice. To address these gaps, we
proposed interventions spanning both policy and technical design:
at the policy level, we advocated for stricter regulation of AI compa-
nies alongside stronger protections for young users; at the technical
level, we introduced a graduated de-anthropomorphization design
and a structural safety assurance mechanism as concrete safeguards.
Comprehensive legal regulations and design-level safeguards must
be established to protect adolescents from the structural harms of
AI Companions.
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